LLEHTPA/IbHbIA BAHK POCCUICKOMN ®EQEPALUMU

NMMCbMO
OT 2 oKTA6pA 2009 1. N 120-T

O NAMATKE
"O MEPAX BE3ONACHOIO UCMNOJ/Ib3OBAHUA BAHKOBCKMUX KAPT"

BaHK Poccum B pamkax paboTbl N0 MHGOPMUPOBAHUIO O PUCKAX, CBA3AHHbIX C UCMNOJIb30BaHUEM
6aHKOBCKMX KapT, M MNOBbIWEHNIO (GMHAHCOBOWM FPAaMOTHOCTU HaceneHus noarotoBun lNamaAtky ans
Aep:aTene H6aHKOBCKMX KapT O mMepax 6e3onacHoro Ucnonb3oBaHMA OGaHKOBCKMX KapT (aanee -
NamaTka).

TeppuTopuanbHbiMm yupexaeHuam baHKka Poccum npepnaraetca nNpoBecT C  KPeAUTHbIMM
OpraHu3aumMaAMU [OMNOJIHUTENbHYIO PaboTy, HanpaB/iEeHHY Ha MoBbllWeHMe WHGOPMUPOBAHHOCTU
Aep:kaTene OaHKOBCKMX KapT O Mepax MO COXPaHHOCTM OAHKOBCKOW KapTbl, €e PeKBU3UTOB,
nepcoHanbHoro naeHTMPUKaumoHHoro Homepa (ganee - NMMUH) M Apyrnx AaHHbIX, @ TaKXKe Ha CHUKEHUE
BO3MOXHbIX PUCKOB NPW COBEPLLUEHUM ONepaLmin ¢ MCNoNb30BaHMEM HAHKOBCKOW KapTbl B HaHKoMaTe,
npu 6es3HannYyHOMN onnate TOBApPOB W YCAyr, B TOM YMcie Yyepes ceTb MHTepHET, BKAoYas pasmelleHue
MamATKM B mecTax obCyKMBAHUA AepKaTeseit BAaHKOBCKMX KapT, B AOCTYNHOM ANA O3HAKOMJIEHMA
dopme.

HacTtoAuwee nucbmo baHka Poccun noanexkmut onybankosaHuto B "BectHuke baHka Poccun”.

3amectutens Npegcepatena
baHka Poccun
T.H.YYTYHOBA

MpunoxkeHune
K nncbmy baHKa Poccuun
o1 02.10.2009 N 120-T

NAMATKA
"O MEPAX BE3OMACHOIO UCMNOJIb30OBAHUNA BAHKOBCKUX KAPT"

CO6I’IIOA€HM€ peKomer,au,Mﬁ, cogepxawmxca B NamATke, NO3BOANUT obecneunTb MaKCMMaJIbHYIO
COXPaHHOCTb 6aHKOBCKOI KapTbl, ee peksnsntos, NMNUH n gpyrnx gaHHbIX, @ TaKXe CHU3UT BO3MOMKHbIe
PUCKKN npu coBepleHnn OﬂEpBLI,VIVI C ucnonb3oBaHMem 6aHKOBCKOM KapTbl B 6aHKOMaTe, npu
6e3HaIM4YHOM onnaTe TOBApPOB N yCNyr, B TOM 4Ynucne 4yepes CeTb MHTepHET.

Obuwme pekomeHgaUUn

1. Hukorga He coobuwgante MUH TpeTbMm AMLAM, B TOM 4YMC/IE POACTBEHHWMKAM, 3HAKOMbIM,
COTPYAHMKaM KpeauTHOM OpraHusaumm, Kaccupam M Auuam, nomoratowum Bam B MCnonb3oBaHUM
6aHKOBCKOM KapTbl.

2. NMNUH Heob6Xx04MMO 3aMOMHUTL WKW B Cy4ae, €CM 3TO SIBAAETCS 3aTPYAHMUTENbHbIM, XPaHUTb
ero oTAeNbHO OT GHAHKOBCKOWM KapTbl B HEABHOM BMAE WU HEAOCTYNHOM A1A TPeTbUX UL, B TOM Yucie
POACTBEHHMKOB, MecTe.

3. Hukoraa HWM nNpU KakuMx obCTOATeNbCTBAX He nepeaaBanTe OAHKOBCKYID KapTy Ans
NCMNO/Ib30BaHMNA TPETbUM AMLLAM, B TOM YMCNe POACTBEHHMKAM. Ecan Ha GaHKOBCKOM KapTe HaHeceHbl



dbammnma n uma Gu3nYecKoro nua, To TONbKO 3TO GM3MYECKoe NNLO MMeeT MPaBo WMCMOAb30BaTb
6aHKOBCKYHO KapTy.

4. Mpu nonyvyeHUM OAHKOBCKOM KapTbl pacnuwuTecb Ha ee OBOPOTHOW CTOpPOHE B MeECTe,
npegHasHa4YeHHOM ANA nognucy aeprkatens 6aHKOBCKOM KapTbl, €C/IN 3TO NPeayCMOTPEHO. ITO CHU3UT
PUCK Ucnoab3oBaHMA 6aHKOBCKOM KapTbl 6e3 Balwero cornacus B cay4vae ee yTpaTbl.

5. byabTe BHMMATENbHbl K YCNOBMAM XPaHEHWA M WCNOb30BAaHMA 6GaHKOBCKOW KapTbl. He
nogsepraiTe  GAHKOBCKYID  KApTy  MEXaHMYECKMM, TemnepaTypHbIM M 31EKTPOMArHUTHbIM
BO34ENCTBMAM, A TaKKe usberalite nonagaHna Ha Hee BAarM. baHKOBCKYHO KApTy HENb3A XPAaHUTb PASOM
C MOBUIbHbIM TeniepOoHOM, 6bITOBON U OPUCHON TEXHUKOMN.

6. TenedoH KpeaUTHON opraHM3aLMK - SIMUTEHTA BAHKOBCKOM KapTbl (KpeauTHOW opraHM3aumuy,
BblgaBLle 6aHKOBCKYIO KapTy) YKa3aH Ha 060poTHOM cTopoHe BaHKOBCKOM KapTbl. TakKe Heobxoanumo
BCEraa UMeTb Npu cebe KOHTaKTHble TenepoHbl KPEAUTHOM OpraHM3aL MM - SMUTEHTA BAaHKOBCKOM KapTbl
M Homep GaHKOBCKOW KapTbl Ha ApYyrux HocuTenax MHOOPMaLMK: B 3aNUCHOM KHUMKKE, MOBUIbHOM
TenedoHe u/Mnan Apyrux HocuTenAax MHPOpPMaLmn, Ho He PAZOM C 3anucbio o MNH.

7. C uenbto NpeaoTBpaLLEHMA HENPABOMEPHbIX AENCTBUMA MO CHATUIO BCEM CYMMbl AEHEXHbIX
cpeacTB ¢ HaHKOBCKOro cyeTa uUenecoobpasHo YCTaHOBWUTb CYTOYHbIM AUMWUT Ha CyMMy Onepauuin no
6aHKOBCKOM KapTe M OAHOBPEMEHHO MOAK/OUUTL SNEKTPOHHYIO YCAYry OMOBELLEHMA O NPOBEAEHHbIX
onepaumax (Hanpumep, onoseLLeHMe nocpeacTBom SMS-coobLLEHMI UAN MHBIM COCO6OM).

8. Mpwu nonyyeHnn npocbbbl, B TOM YUCAE CO CTOPOHbI COTPYAHWKA KPeaMTHOW OpraHusaumu,
COOBWMTb NEPCOHANbHblE AaHHble UAN MHbOpPMaLMIO O HBaHKOBCKOW KapTe (B Tom uucne MUH) He
coobuwarite ux. Mepe3BoHUTE B KPEAUTHYIO OPraHU3auMio - SMUTEHT BaHKOBCKOM KapTbl (KpeauTHyto
OpraHM3aumio, BblgaBLUyo 6aHKOBCKYO KapTy) M coobwmTte o gaHHOM dakTe.

9. He pekomeHAyeTcs OTBEYaTb Ha 3/EKTPOHHbIE NMUCbMA, B KOTOPbIX OT MMEHWU KpenuTHOMN
opraHusaumm (B TOM 4Ynuc/ie KPeaUTHOW OpraHu3aumm - 3MUTEHTa BGaHKOBCKOM KapTbl (KpeauTHOM
opraHu3aumm, Bblaasluei GaHKOBCKYO KapTy)) npegaraercsa NpeaocTaBUTb NepcoHasibHble AaHHble. He
cnegyvite no "ccblKam", yKasaHHbIM B MUCbMaXx (BK/OYAA CCbIIKM Ha CalT KpeguTHOW opraHusaumm),
T.K. OHW MOTYT BECTM HA CalTbI-ABOMHUKMN.

10. B uenax MHPOPMALMOHHOrO B3aMMOAEWUCTBUA C KPEAWTHOW opraHuM3auuein - sMUTEHTOM
6aHKOBCKOM KapTbl (KpeguTHOW oOpraHusauuu, BblaaBlueit 6aHKOBCKYIO KapTy) peKkomeHayeTcs
MCMNO/Ib30BaTb TOJIbKO PEKBU3UTbI CPEACTB CBA3U (MOBUABHBLIX U CTaLuMOHapPHbIX TenepoHoB, PpaKCos,
MHTEPaKTUBHbIX Web-caiiToB/nopTanos, 06bIYHOM M INEKTPOHHOM MOYTbl M Mp.), KOTOPblE yKas3aHbl B
OOKYMEHTaXx, No/ly4eHHbIX HENOCPeACTBEHHO B KPeAUTHOM OpraHmn3aumnm - ammTeHTe 6GaHKOBCKOM KapTbl.

11. MomHUTe, YTO B CAy4Yae packpbltma MNH, nepcoHanbHbIX AaHHbIX, YyTPATbl HaHKOBCKOW KapTbl
CYLLECTBYET PUCK COBEpLUEHUA HEMNPaBOMEPHbIX AENCTBUA C AEHEXHbIMW CPeacTBamMM Ha Bawem
6aHKOBCKOM CYETE CO CTOPOHbI TPETbUX UL,

B cnyyae ecanm umetoTcA NPeAnonoXKeHMs O packpbltum TMWH, nepcoHanbHbIX AaHHbIX,
NO3BO/IAIOWMX COBEPLINTD HENPABOMEPHbIE AeACTBMA C Bawmm GaHKOBCKMM CHETOM, a TAKMKe ecnu
6aHKOBCKaA KapTa bblia yTpayeHa, HeobXxoAMMO HemeaNeHHO 06PATUTLCA B KPEAUTHYIO OpraHU3aLmio -
3MUTEHT GAaHKOBCKOW KapTbl (KpeaUTHYIO OpraHM3auumio, BblAaBlyo OaHKOBCKYLO KapTy) U cneposaTtb
YKa3aHMAM COTPyAHMKA OAHHOW KpeauTHOW opraHusaumun. [o momeHTa obpalieHus B KpeguTHYHo
OpraHu3aumio - aMUTeHT BaHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3AHHbLIA C HECAHKLUMOHUPOBAHHbLIM
CNMCaHNEM [AeHeXHblX cpeacTB c Bawero 6aHKoBckoro cyeta. Kak npaBw/io, COMNAcHO YCAOBUAM
[OroBopa C KpeauMTHOW opraHu3aumen - SMUTEHTOM OaHKOBCKOW KapTbl [eHeXHble CpeacTBa,
CnucaHHble ¢ Balwero 6aHKOBCKOro cyeTa B pe3y/ibTaTe HeCaHKLMOHMPOBAHHOTO MCNOAb30BaHNA Bawelt
6aHKOBCKOM KapTbl 40 MOMEHTa YyBeAOM/IeHUA 06 3STOM KpeauTHOM OpraHuM3auMm - SMUTEHTA
6aHKOBCKOW KapTbl, HE BO3MELLLAOTCA.

PekomeHZauuMK Npu CoBEPLLEHNW ONepaumit
¢ 6aHKOBCKOW KapToi B baHKomaTe

1. OcywecTtBaaiTe onepauum C Mcnoib3oBaHMemM 6aHKOMATOB, YCTaHOBAEHHbIX B 6e30macHbIX
MmecTax (Hanpumep, B rocyAapCTBEHHbIX YUpeKAeHUAX, nogpasaeneHnax 6aHKoB, KPYMNHbIX TOProBbIX
KOMMeKcax, roCTUHMLAX, a3ponopTax M T.m.).



2. He ucnonb3yiTe ycTpoiicTBa, KoTopble TpebytoT BBoaa MNH ans goctyna B nomelleHue, rae
pacnosioxeH 6aHKomar.

3. B canyyae ecnm nobamsoctn ot 6aHKOMaTa HaxoZATCA MOCTOPOHHWE fMua, cieayeT BblbpaTb
6onee noaxogslee Bpems 4NA UCNONb30BaHNA BaHKOMaTa AN BOCMNOIb30BaTbCA APYrMm HaHKOMaTOM.

4. MNepepn, ncnonb3oBaHnem HaHKoMaTa OCMOTPUTE ero Ha Hasinume AONONHUTENbHbLIX YCTPOWCTB,
He COOTBETCTBYIOLLMX €ro KOHCTPYKLMK N PaCrnoNoXKeHHbIX B MmecTe Habopa MNMUH 1 B mecTte (npopessb),
npefHasHayYeHHOM gas npuMema KapT (Hanpumep, HaanMyMe HEepPOBHO YCTAaHOBNEHHOW KnaBuaTypbl
Habopa MUH). B ykazaHHOM Cnyyae BO3AepPsKUTECh OT UCMOb30BaHMA Takoro baHKomarTa.

5. B cnyyae ecnuM KnasBmatypa WMAM MeCTO pasa npuema KapT OaHkomaTa obopyaoBaHbl
OONONHUTENbHBIMM  YCTPOMCTBAMW, HE COOTBETCTBYIOWMMM €ro KOHCTPYKUMKM, BO3AEPHKMUTECH OT
MCNONb30BaHWA OAHKOBCKOM KapTbl B AaHHOM 6aHKOMate M COOOWMTE O CBOMX MNOAO3PEHUAX
COTPYAHMKaM KpeguTHOM opraHM3aumm no tenedoHy, ykasaHHoMy Ha baHKomarTe.

6. He npumeHsiite dpusmnyeckyto cuny, 4tobbl BCTaBUTb OAHKOBCKYLO KapTy B HaHKomat. Ecam
6aHKOBCKaA KapTa He BCTAB/AETCS, BO3AEPHKMUTECh OT MCNO/Ib30BAaHMNA TaKoro 6GaHKomaTa.

7. Habupaitte MNH Takmm obpasom, 4Tobbl Atoan, HaxogAWwMecs B HENOCPeACTBEHHOM BaM30CTy,
He cmorau ero yeuaeTb. Mpu Habope MUH npuKpbiBaliTe KNaBnaTypy PyKoOM.

8. B cnyyae ecnn b6aHKomaTt paboTaeT HEKOPPEKTHO (Hanpumep, AO/roe Bpemsa HAXoAWuTcA B
pexMme OXMAAHWA, CaMOMPOM3BOJIbHO Mepes3arpyKaeTcsa), ciedyeT OTKa3aTbCA OT WMCMONb30BAHMA
Takoro 6aHKOMaTa, OTMEHWUTb TEeKYyLLyl0 OMepaLMmio, Ha)KaB Ha KaaBuaType KHomky "OTmeHa", wu
00XAaTbCA BO3BpaTa 6AHKOBCKOM KapTbl.

9. Nocne NonyYeHUs HaIMYHbIX LEHEXKHbIX CPeACTB B baHKOMaTe cnenyeT nepecymTaTb 6aHKHOTSI
NMoJINCTHO, ybeanTbcA B TOM, YTO OaHKOBCKaA KapTa Oblna Bo3BpalleHa 6aHKOMaToOM, A0XKAATbCA
BblAauM KBUTAHUMKU MPU ee 3anpoce, 3aTeM NONOKUTb UX B CYMKY (Kowlenek, KapmaH) 1 To/IbKo nocne
3TOro OTX0AMTb OT BaHKOMaTa.

10. CnepyeT COXpaHATb pacnevyaTaHHble HAHKOMATOM KBUTAaHUMKM AAA NOCNeAyloWwen CBEpKu
YKa3aHHbIX B HUX CYMM C BbINMUCKOM N0 HaHKOBCKOMY CYeTY.

11. He npucaywmnBainTecb K coBeTam TPETbUX NUL, A TaKXKe He NPUHMMANTE MX MOMOLb NpuU
nposeseHMN onepaunit c baHKOBCKOM KapTol B GaHKOMaTax.

12. Ecnv npu nposBegeHWM onepauuii ¢ H6aHKOBCKOW KapToit B 6GaHKomate 6aHKOMaT He
BO3BpaLLaeT OAHKOBCKYHD KapTy, c/iedyeT MO3BOHUTb B KPEAMTHYHO OpraHuMsauuio no TenedoHy,
yKasaHHOMY Ha 0OaHKomaTe, U O0OBACHUTL 06CTOATENbCTBA NPOM3OLIEALIEro, a TaKkKe cneayeT
06pPaTUTLCA B KPEAWUTHYID OPraHM3auMto - 3IMUTEHT GAHKOBCKOM KapTbl (KPeaMTHYH OpraHusauuio,
BblAaBLYO OAHKOBCKYHO KapTy), KOTopasa He Oblna BO3BpaleHa HGaHKOMAToOMm, W panee cnefosaTb
WMHCTPYKLMAM COTPYLHMKA KpeauTHOM opraHn3aumu.

PekomeHAauMmM NPy UCNONb30BaHNN BAHKOBCKOM KapTbl
Ana 6e3Hann4YHoM onnaTthl TOBApPoOB U ycayr

1. He ucnonb3yinte GaHKOBCKME KapTbl B OpPraHU3auusax TOProB/AM W YCAYr, He Bbli3blBAOLLMX
aosepus.

2. TpebyiiTe npoBeaeHMA onepauuii ¢ 6aHKOBCKOM KapToil TONbKO B Bawem npucytcTemu. 3710
HEeobX0AMMO B LeNAX CHUMKEHUA PUCKA HEMPABOMEPHOro MoyyYeHuAa Bawmx nepcoHanbHbIX AaHHbIX,
YKa3aHHbIX Ha 6aHKOBCKOWM KapTe.

3. MNpu wncnonb3oBaHMM 6GaHKOBCKOW KapTbl A1A oOnaaTbl TOBAPOB WM YCAYT Kaccup MOXKeT
notpeboBaTb OT BAagenbLa 6GAHKOBCKOM KapTbl NPeaoCcTaBUTb MAcnopT, NOAMMCATb YEK UM BBECTU
MUH. Nepep Habopom MUH cnepyeT ybeantbca B TOM, YTO NHOAN, HaXOAALLMECH B HENOCPEACTBEHHOM
621130CTH, He cMmoryT ero yeuaeTb. MNepes Tem Kak noanmcaTtb Yek, B 06a3aTenbHOM NOpsAAKe NpoBepbTe
CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecau nNpu nNonbiTKe onnatel 6aHKOBCKOM KapTon umena mecto "HeycnewHas"
onepaums, cneayet COXpPaHUTb OAMH 3K3eMMAAp BblAAHHOrO TEPMMHANIOM YeKa AN MnocienyloLuei
NPOBEPKM HA OTCYTCTBME YKa3aHHOM onepaLmm B BbIMMCKe MO GaHKOBCKOMY CYETY.

PekomeHaaUnKM Npu coBepLIEHNN onepauuii ¢ GaHKOBCKOM
KapToW yepes ceTb MHTepHeT



1. He ucnonb3synte MUH npu 3akase TOBapoOB M YCAyr 4yepe3 ceTb MHTEpHET, a TaKKe no
TenedpoHy/dakcy.

2. He coobuialite nepcoHanbHble AaHHble UAN UHbOPMaLMIO O BaHKOBCKOM(OM) KapTe (cueTe)
yepes cetb MHTepHeT, Hanpumep MUH, napoan goctyna K pecypcam baHKa, CPOK AenCcTBMA BAHKOBCKOM
KapTbl, KPeAWUTHbIE IMMUTbI, UCTOPULO OMepaLLMii, NePCOHaNbHbIE AAHHbIE.

3. C uenbto NpeaoTBpalLEHUA HEeNpPaBOMEpPHbIX AEACTBUN MO CHATUIO BCEM CYMMbl AEHEMNKHbIX
cpeactB ¢ BAHKOBCKOrO CYeTa pekomeHAyeTcs Aas onsaTtbl NMOKYNOK B ceTu MHTepHeT Mcnosib3oBaTb
OTAENbHYI0 GAHKOBCKYIO KapTy (TaK HasblBaeMylo BUPTYaNbHYIO KapTy) C NpeaenbHbIM JIMMUTOM,
npeAHasHaYeHHYIo TOIbKO AJ1A YKA3aHHOW Len M He NMO3BO/IAIOLLYI0 MPOBOANUTbL C €e UCMONb30BaHNEM
onepauun B opraHM3aumsax TOProBau 1 yCayr.

4. CnepyeT NONb30BaTbCA MHTEPHET-CAaliTaMU TOJIbKO M3BECTHbIX M MPOBEPEHHbIX OpPraHusauumii
TOProBAW U YCAYT.

5. Ob6ssatenbHo ybeautecb B MNPaBWUIbHOCTM aflPECOB MHTEPHET-CAWTOB, K KOTOPbIM
NoaK/o4YaeTeCb M Ha KOTOPbIX COBOMpaeTecb COBEPLIMTb MOKYMKKU, T.K. MOXOXMe aapeca MoryT
NCNO/Ib30BaTbCA AN OCYLLECTBAEHUA HENPABOMEPHbIX AeNCTBUA.

6. PekomeHayeTcs coBeplUaTb MOKYMKM TOJIbKO CO CBOEro KOMMbIOTEPA B LENAX COXPaHEHWs
KOHOUAEHUMANBHOCTU NEPCOHA/bHbIX AaHHbIX U (Mnn) nHbopmauumn o 6aHKoBCcKol(om) KapTe (cueTe).

B cnyyae ecnuM noKynka coBepllaeTcA C  WUCMNOMb30BaHMEM UYYXKOrO KOMMblOTEpPa, He
PEKOMEHAYETCA COXPaHATb Ha HeM MepcoHasibHble AaHHble M Apyrylo WMHbopmauuio, a nocne
3aBepLIEHMUs BCEX OMNepaLmii HyXKHO ybeauTbcA, YTO NepcoHasibHble AaHHble U gpyrasa MHGoOpMaUusa He
coxpaHunuck (BHOBb 3arpysvB B Opaysepe web-cTpaHuuy npogaBua, Ha KOTOPOW COBepLUASUCh
NOKYMKM).

7. YCTaHOBUTE Ha CBOM KOMMbIOTEP aHTUBUPYCHOE MNPOrpamMmMHoOe obecneyeHue U pPeryaspHo
npousBoauTe ero o6HoBAEHWE U OBHOBAEHWME APYrMX UCMOJIb3yeMbiX Bamu nporpammHbIX NPOAYKTOB
(onepauMoHHOM cUcTeEMbl U NPUKAAAHBIX MPOrpamm), 3TO MOMKET 3alWuUTUTb Bac OT NMPOHUKHOBEHUSA
BPEeAoHOCHOro NporpamMmmHoro obecneyeHus.




